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OBLLEIr0 O6PA30BAHUA

NMUCbMO
oT 14 masa 2018 r. N 08-1184

O HANPABNEHUUA UHO®OPMALIUU

[enapTameHT rocypapcTBeHHo nonutuku B cdepe obwero ob6pasoBaHuss MwuHobpHayku Poccum
HanpaBnseT Ansa cBefeHus pa3paboTaHHble BpemeHHon komwuccuen Coseta depepauum No  pasBUTUIO
NMHOpPMaLUUOHHOro obLLecTBa MeToguveckue pekoMeHZauuMnm O pasMeLLeHUMU Ha WMHGOPMALMOHHBLIX CTeHAax,
obmumanbHbIX UHTEPHET-CaNTax M ApyrMx MHOPMaLMOHHBIX pecypcax obLeobpa3oBaTenbHbIX OpraHM3auui u
OpraHoB, OCYLLECTBAAIOLWMX yrnpasfieHne B cdepe obpa3oBaHus, MHgopmaumm o 6e30nacHOM noBefdeHun |
ucnonb3oBaHun cetn "NHTepHeT".

OupekTop [denaptameHta
A.E.TMETPOB

Mpunoxenne

METOOWYECKWE PEKOMEHOALUN
O PASMELWEHUU HA UHO®OPMALIMOHHbIX CTEHOAX, OPULIUATIbHbIX
WHTEPHET-CAUTAX U APYTUMX UHOOPMALIMOHHBLIX PECYPCAX
OBLLEOBPA30BATENbHbIX OPFAHU3ALIMA U OPTAHOB, OCYLLEECTBNAIOLMX
YNPABNEHUE B C®EPE O6PA3OBAHUA, UHO®OPMALIUX O BE3OMNMACHOM
NOBEAEHUN U UCNOJNIb3OBAHUN CETU "MHTEPHET"

Okcneptamn n uneHamu BpemeHHon komuccum CoseTa Pepepauumn No pasBUTUO MHEAOOPMALMOHHOIO
o6LLLecTBa B paMKax BbIMNONIHEHMSA peKOMeHAaLUA NapfamMeHTCKUX CnylaHuin "AKTyanbHble BOnpockl obecneyeHuns
6e30nacHOCTM U pa3BUTUA AeTeln B MHOPMaLIMOHHOM NpocTpaHcTBe", koTopble npolunn B CoBete Pepepaunn 17
anpensa 2017 r., 6biNn paspaboTaHbl MeTOAMYECKUE peKoMeHOauun O pasMelLleHMn Ha MHGOPMAaLMOHHBIX
CTeHOax, oduuManbHbIX WHTEPHET-canTax u ApYrMx WHEOPMAaUMOHHBIX pecypcax o06Leobpa3oBaTenbHbIX
opraHuM3auui U OpraHoB, OCYLLECTBASIOWMX yrpaBneHne B cdepe obpasoBaHus, MHdopmaumm o 6e3onacHom

NnoBeAEHMM N ucnonb3oBaHum cetn "MIHTepHeT" (ganee - MmeToguyeckue pekomeHgaumm).

MeToamueckme pekoMeHAauMuM HamnpaBfeHbl Ha KayeCTBEHHOE MOBbILEHUE YPOBHSA WHAOPMAaLMOHHOM
AeATenbHoCcTM 00LWeobpa3oBaTenbHbIX OpraHM3aumMii U OpraHoB, OCYLUECTBRANLWMX YynpaBneHne B cdepe
obpa3oBaHMsA, B 4YacTM MWH(OPMUPOBAHUA YYalLMXCA, WX poauTenen (3aKOHHbIX NpeacTaBuTenen) u
negarormyecknx paboTHMKOB 06 OCHOBHbIX acrnekTax MHopMaLMoHHON 6e30nacHoOCTU.

MeToguueckne pekomMeHpauuM MO3BONSAT  0Oueobpa3oBaTenbHbIM — OpraHM3auusiMm 1 opraHam,
OCYLLECTBMAOLWMM ynpasneHne B ccepe ob6pa3oBaHus, akTyannmanpoBaTb YXE UCMONb3yeMble N pa3MeLLeHHbIe
MHOPMaUMOHHbIE MaTepuvarnbl, Tak U NOArOTOBUTb MX B Cllyvae MX OTCYTCTBUA C YYETOM Jy4lUMX NPaKTUK U
pekoMeHaaUnn.

B paMkax MeToaMYeCKNX peKoMeHAaLMIN paccMaTpuBaoTCa CrneayoLwme NHCTPYMEHTDI:

1. MHcbopMaLMOHHbIE CTEH DI,

2. ohuumarnbHble MHTEPHET-PECYPCHI;

3. cpeacTBa MaccoBoii MHGOpMaLMK (LLKOSbHbIE ra3eThl, Negarornyeckue u3ngaHusa u gpyrue).

MHdopMaLMOHHbIE CTeHAbI
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Ha wuHdopmaumnoHHbIX cTeHgax B obweobpa3oBaTenbHbIX OpraHn3auusax, PacrnofioXeHHbIX B done
yupexaeHnin n B KabuHeTax, OCHALLEHHbIX NepcoHasibHbIMWM YCTPOMCTBaAMWU AnA Bbixoda B ceTb "VIHTepHeT",
pekoMeHayeTcA pa3MecTuTb MHAOPMAUMOHHbIE MaMATKWU, COAepXallMe OCHOBHble COBETbl MO obecrneveHuto
NH(OPMaLMOHHON 6€30MacHOCTM yYaLLUXCS.

B NpunoXxeHnn N 1 K MmeToan4eckmnm pekomMmeHaaumam npeacrtaBsneH o6pa3eu, NnaMATKN Ona pasMmeuleHna Ha
I/IHqI)OpMaLl,MOHHbIX CcTeHpax.

CpeacTBa MaccoBoi MHGOpMaLum

B cpencrteax mMaccoBom I/IHCIJOpMaLl,I/II/I, OPUEHTNPOBAHHbIX Ha o6yqarou.|,mx0ﬂ, pekomeHayeTca B Te4vyeHue
yLIe6HOFO roga perynapHo I'Iy6J'II/1KOBaTb I/IHCbOpMaLI,I/lOHHbIe mMaTtepuarsnbl, NoCBALWEHHbIe OTAelNIbHbIM acnekTtam
MHCbOpMBLl,MOHHOI;I 6e3onacHoCTH, a Takxe pa3finyHble NaMATKU obuwero XapakTtepa.

B cpeoctBax MaccoBOoW MHOpPMaLMM, OPUEHTUPOBAHHbIX Ha MNefarornyeckyto  obLLEeCTBEHHOCTb,
pekoMeHayeTCA B TeYeHWe KaneHaapHoro roga perynapHo nybnukoBaTb WHGOPMALMOHHbIE MaTepuarnbl,
MOCBSILLEHHbIE OTAESNbHBIM acnekTaMm WMHGOPMaUMOHHOM 6e30MacHOCTM KaK HEeCOBEPLUEHHONETHUX, TaK U
obweobpa3oBaTenbHbIX OpraHu3auui, a TakXe pasfu4yHble namMaTkn, 0630pbl HOPMAaTMBHO-MPABOBOrO
perynupoBaHnsa AaHHomn ccpepbl 1 MHGOPMaLUIO O aKTyarnbHbIX MEPOMNPUSATUSIX U COBbITUSIX B AAHHOW cdepe.

B xope npoBegeHuss EguHoro ypoka no 6esonacHoctu B ceTu "MIHTepHeT" pekomeHayeTca obecneunTb
BbIMYCK TEMaTUYECKOro BbIMyCKa CpPeAcTBa MaccoBon uHdopmauun nubo cepum nybnukauuii, cpeaym KOTopbIX
paccMOTpeTb OpraHU30BaHHbIE MEPOMPUATUA ANA 0byyaloWmMXcsa, UX poauTenen (3aKOHHbIX NpPeacTaBUTENEn) u
nefarormyeckon obLLEeCcTBEHHOCTY.

OdmumnanbHble UHTepHeT-pecypchbl

O6Lweobpa3oBaTenibHbIM  OpraHM3auMsaM PEKOMeHAYeTCsi Ha CBOMX oduumarnbHbIX VIHTepHeT-pecypcax
obecneuntb (PYHKLMOHMPOBAHNE CaMOCTOATENbHOrO U cheuuanMavpoBaHHoro pasgena “"MHdgopmaumoHHasn
6e3onacHoCTL", B paMKax KOTOPOro NpefycMOTpeTb pa3MeLleHre cneayoLlen nHdopmaumm:

N Paspgen/nopgpasgen | dopmar npeacraBnieHns CopepxaHue matepuarnos
mMaTepuanoB
1. | JlokanbHble Konun ooKyMeHTOB B Pa3meLLaoTca Konumn JOKYMEHTOB, T.€.

HOpMaTUBHbIE akTbl B | popmaTte *PDF CKaHWPOBaHHbIA BapuaHT LOKYMEHTa,
cchepe obecneyeHus COOTBETCTBYOLWMIA TpeboBaHMAM K
WMHOpMaLNOHHON napameTpam CKaHUPOBaHUS.
6e3onacHocTu Pa3meLyaloTcs LOKYMEHTDI,
obyuatowmxcs pernameHTUpYyoLLMe OpraHn3aLmio u

paboTy C NepcoHarnbHbIMK AaHHBIMK,
nnaHbl MEPONPUATUI MO obecrneyeHnto
MHdopMaLMOHHON 6e30nacHoOCTH
obyyaroLwmxcs n apyrue.

2. |HopmaTuBHOE Konuu [oKyMeHTOB B My6nuKytoTCA akTyanbHble CBEAEHUS O
perynvposaHue ¢opmarte *PDF denepanbHbIX Y permoHanbHbIX 3aKOHax,
nMcbMax OpraHoB BnacTu 1 gpyrue
HOpPMaTMBHO-MPaBOBbIE JOKYMEHTbI,
pernameHTupytowme obecneyeHne
MHOPMaLMOHHON 6e30MacHOCTM
HecoBepLUeHHoNeTHMX. [JonyckaeTca
BMECTO KOMMWI pa3meLLaTb rMnepcCbifiki Ha
COOTBETCTBYIOLUME LOKYMEHThI Ha cantax
OpraHoB rocyapCTBEHHON BNacTu.
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3. | lMenarornyeckum TekCT Ha cTpaHuue Pa3meulatotca metoanyeckmne
paboTHuKam caunTa pekoMeHAaLun 1 ykasblBaeTcs
Konunn foKyMeHTOB B UHGOpPMaLUsi 0 MEPONPUATUAX, MPOEKTaX
dopmarte *PDF W nNporpamMmmax, HarpasneHHbIX Ha

noBblILWeHne NHHOPMaLNOHHON
rPaMoTHOCTU Mefarornyecknx paboTHUKOB.

4. | Obyvatowmmcs TekCT Ha cTpaHuue PaamelLaeTca nHpopMaLmMoHHasa namaTka
caunTa (npunoxexue N 2) n ykasbiBaeTcs
UH(OpMaLUa 0 MePOMNpPUATUAX, MpoeKTax
W nporpamMmmax, HanpasfeHHbIX Ha
NoBbILLEeHUE MH(HPOPMaLMOHHON
rPaMoTHOCTU 0BYyYatoLLMXCS.

5. |Poputenam (3akoHHbIM | TEKCT Ha cTpaHuue Pa3meluaeTcs nHopMaumMoHHas namaTka
npeacTaBUTENAM) caunTa (npunoxexue N 3).
obyyatomxcs

6. |[etckne 6e3onacHele | TeKCT Ha CTpaHuLe PasmeluaeTcs nHdopmanmsa o
canTbl caunTa pekoMeHAyeMbIX K UCMOMb30BaHUIO B

y4yebHoM npoLiecce 6e3onacHbIX canTax,
©6aHHepbl 6e30MnacHbIX AETCKUX CalnToB.

OpraHam, ocyLLeCTBRSALWMM ynpasneHne B chepe 06pa3oBaHnNs, PEKOMEHAYETCA Ha CBOUX ouLmanbHbIX
MHTepHeT-pecypcax obecneuntb (PYHKLMOHMPOBAHUE CaMOCTOSATENIbHOrO M CMeuuanu3npoBaHHOIO pasfena
"MHdopmaumoHHas 6e3onacHoCTL", B paMkKax KOTOPOro npeaycMoTpeTb pa3MeLleHne crieayowen nHdopmaumn:

Mpunoxenne N 1

MAMATKA )
ANs OBYYAIOLMXCSA OB NH®OPMALIMOHHOW BE30MACHOCTM IETEM

HENb3A

1. Bcem nogpsa coobuwate CBOK YacTHY0 MHdopMauuio (HacTosiwme ums, damunuio, TenedoH, agpec,
HOMep LUKOJSIbl, @ Takxe dpoTorpacmm cBou, CBOEN CEMbU 1 Opy3en);

2. OTKpbIBaTb BMOXEHHbIE (halnbl 3N1EKTPOHHOW NOYTbI, KOrAa HE 3Haellb OTNPaBUTENS;
3. FpybuTb, NnpuamMpaTthCs, oKasbiBaTb AaBNEHNE - BECTU cebs HEBEXITMBO 1 arpecCcuBHO;
4. He pacnopsixaiics geHbramm TBoeln cembn 6e3 pa3peLleHns cTaplumx - Bcerga crnpaluvean poguTenen;

5. He BcTpevaiicsi ¢ IHTepHET-3HAKOMbIMW B pearnbHOW XW3HW - MOCOBETYICA CO B3POC/IbIM, KOTOPOMY
JoBepsieLlb.

OCTOPOXHO

1. He Bce nuwyT npaBay. Yutaewb o cebe Henpaeady B VHTepHeTe - coobluy 06 3TOM CBOMM POAUTENSIM
UK oneKyHam;

2. I'IpmrnamarOT nepennucbiBaTbCA, UrpaTb, obMeHuBaTbCS - NnpoBepb, HET JI NOABOXAa;

3. He3akoHHoe konupoBaHue ¢ainos B IHTepHeTe - BOPOBCTBO;
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4. Bcerpa paccka3blBail B3poc/biM 0 Npobnemax B CeTu - OHU Bceraa nomoryT,

5. Wcnonb3yii HacTpoliku 6€30NacHOCTU U MPUBATHOCTM, YTOGLI HE MOTEPSITb CBOM aKKayHTbl B COLICETAX U
ApYrux nopranax.

MOXHO
1. YBaxau gpyrux nonb3oBaTtenen;
2. MNonb3yewbcs VIHTEPHET-UCTOYHNKOM - iefnal CCbISIKY Ha Hero;
3. OTKpbIBan TONbKO T€ CChINKN, B KOTOPbIX YBEPEH;
4. O6waTbcs 3@ MOMOLLLK B3POCTIbIM - pOAUTENW, ONEKYHbI U aAMUHUCTPaLMSA CanToB BCcerga NnomMoryT;

5. MNpongn obyyeHmne Ha caiTe "CeTeBMYOK" M NOMYyYn NacnopT LUndpoBOro rpaxaaHnHal

Mpunoxenne N 2

NH®OPMALIMOHHAA NAMATKA
AnA OBYYAIOLWMXCA ANA PASMELLEHUA
HA O®ULUNANBbHbBIX UHTEPHET-PECYPCAX

C KaxablM roaoM MomoAeXu B UHTEPHETE CTAHOBUTLCS Gosiblue, a LWKOSIbHUKKU OOHW U3 CaMblX aKTUBHbIX
nonb3oBatenen PyHeta. Mexay TemM, NMOMMMO OFPOMHOrO KOSMYecTBa BO3MOXHOCTEN, WMHTEPHET HeceT U
npob6nembl. Ta NamsaTka fofikHa noMoyb Tebe 6e3o0nacHO HaxXoaANUTLCS B CETU.

KoMnbloTepHble BUPYCbI

KoMMbloTEPHBbIA BUPYC - 3TO Pa3sHOBUAHOCTb KOMMbIOTEPHBLIX MPOrpamMm, OTIIMYUTENBHONW OCOBEHHOCTBLIO
KOTOPON ABMAETCA CrMOCOOHOCTb K pPa3MHOXeHWI. B fomnonHeHne K 3TOMy, BUPYCbl MOTYT MOBPEAWTb WK
MOMHOCTbIO YHUUTOXMUTb BCe haiinbl U AaHHble, MOAKOHTPOSIbHbIE MONb30BaTEN, OT MMEHU KOTOpOro 6Obina
3anyllieHa 3apaxeHHas NporpaMmma, a Takxe NoBpeauTb Uin AaXe YHUUTOXWUTb ONepaLMoHHY0 CUCTEMY CO BCEMU
dannamu B LenoM. B 60nbLUMHCTBE Cry4yaeB pacrnpoCTPaHSIlOTCA BUPYCbl Yepes3 MHTEpHET.

MeTopab! 3aWuTbl OT BPEAOHOCHbIX NMPOrpamm:

1. Wcnonb3yii coBpeMeHHble OMepaLMoHHbIE CUCTEMbI, UMEIOLLUME CEePbE3HbIN YPOBEHb 3aluTbl OT
BPEAOHOCHbIX NPOrpamm;

2. MocToAHHO ycTaHaBnuMBan nadtn (UMdpoBble 3annaTku, KOTOpble aBTOMATUYECKM YCTaHaBNMBAOTCA C
uenbo gopaboTku nporpammbl) U Apyrve oO6HOBMNEHWUA CBOEW OMepaumoHHON cucTeMbl. CkaumBal MX TOMbKO C
ocbmumansHoro carTa paspaboTtunka OC. Ecnu cywectByeT pexmm aBToOMaTn4eckoro 06HOBEHUS], BKITHOYM €T0;

3. PaboTait Ha cBoem KOMMblOTEPE NoJ npaBamMu nonb3oBaTtend, a He agMUHUCTpaTopa. 3710 He no3BonuT
60.!'IbLIJVIHCTBy BpeaoHOCHbIX NporpamMmm UHCTannMpoBaTbCA Ha TBOEM NEPCOHarIbHOM KOMIbIOTEPE,

4. Vcnonb3yii aHTUBMPYCHbIE NMPOrpaMMHble MPOAYKTbl U3BECTHLIX MPOM3BOAUTENEN, C aBTOMATUYECKUM
obHoBneHnem 6a3s;

5. OrpaHnyb hnanyeckuii 4OCTYN K KOMMbIOTEPY OIS MOCTOPOHHUX FNLL;

6. Vicnonb3yi BHELUHWE HOCUTENN MHAOPMaLLMK, TaKne Kak chrelika, AUCK Unu gain u3 MHTEPHETA, TONbKO
N3 NPOBEPEHHbIX UCTOYHMKOB;
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7. He oTKpbiBain KOMMblOTEPHbIE (hairnbl, NOAYyYEHHbIE U3 HEHaAeXHbIX UCTOYHUKOB. [axe Te dannebl,
KOTOpble Npucan TBOW 3HAKOMbIN. Jlyylue yTOYHU y HEro, OTNPaBnsan fim oH Tebe ux.

Cetn WI-FI

Wi-Fi - aT0 He BMA nepefaun AaHHbIX, He TeXHomnorus, a Bcero nuwb 6peHp, mapka. Ewe B 1991 rogy
HuaepnaHackas KomnaHwa 3apeructpupoBana 6peHp "WECA", uto obosHauano cnosoco4veTaHue "Wireless
Fidelity", koTopbIn nepeBoanTCA Kak "6ecrnpoBoaHas TOYHOCTL".

[o Hawero BpemeHu powna gpyraa abbpeBuartypa, KOTOpasi SIBNSETCA TaKOW Xe TexHonoruen. 3910
abbpesunatypa "Wi-Fi". Takoe Ha3BaHue 6bIN0O AHO C HAMEKOM Ha CTaHAAPT BbiCLUEN 3BYKOBOW TeXHWKK Hi-Fi, 4to
B NepeBoje 03Ha4vaeT "BbiCOKas TOYHOCTL".

Oa, 6ecnnaTtHbIN MHTEPHEeT-O0CTYyN B Kacbe, oTenax u aspornopTtax dBndeTca OTINYHOW BO3MOXHOCTbIO
BbIXOOa B UHTEPHET. Ho mMHorue QKCNepTbl CHUTAIOT, YTO 06LLLeJJ,OCTyI'|HbIe Wi-Fi ceTn He sBnstoTca 6e30nacHbIMMU.

CoBeTbl No 6e3onacHocTy paboTbl B 06LenoCTynHbIX ceTsax Wi-fi:

1. He nepepaBain cBol nNuyHyto uHdopmaumio yepe3 obwepoctynHble Wi-Fi cetn. Pabotasa B Hux,
XenaTtenbHo He BBOAUTL Maposin A0CTYyNa, NOrMHbI U Kakne-To HoMepa;

2. Ncnonb3yn 1 o6HOBNSA aHTUBUPYCHbIE NporpamMMmebl 1 6paHamayep. Tem cambiM Tbl 06e3onacuLlb cebs ot
3aKayku BMpyca Ha TBOe YCTPONCTBO;

3. Mpw ncnonbzoBanuun Wi-Fi oTknoum pyHkumio "O6wumin gocTtyn K dhanam n npuHtepam". JaHHaa yHKUMA
3aKpbiTa MO YMOMYaHWI0, OfHAKO HEKOTOpble MONb30BaTenu akTUBUPYHIOT ee AnA yaobcTBa MCNonb3oBaHUs B
paboTe unu yyebe;

4. He ncnonbayin nybnuynbin WI-FI gna nepegayn NUYHbIX AaHHbIX, HAanpumep AnA BbiXoAa B coupanbHble
CETU UNK B 3NEKTPOHHYHO MOYTY;

5. Vicnonb3yi Tonbko 3awpmueHHoe coeguHeHue vyepe3 HTTPS, a He HTTP, T.e. npu Habope Beb6-agpeca
BBOAM MMeHHO "https://";

6. B mobunbHoMm TenedoHe oTkmounm dyHkumto "lMopkntodeHne k Wi-Fi aBTomatuueckn". He pgonyckan
aBTOMaTU4YeCcKOoro NoaKrYeHus yctTponcTea k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTu

CoumanbHble CEeTU aKTUBHO BXOAAT B Hally XW3Hb, MHOTVE NIOAM paGoTaloT M XMUBYT TaM MOCTOSAAHHO, a B
Facebook yxe 3apernctpupoBaH Munnvapg, 4YenioBek, YTO SABNAETCA OOHOW CeAbMOW BCEX XWTENeWn MniaHeTbl.
MHorve nonb3oBaTeny He MOHUMAIOT, YTO UHAOPMaLUS, pasMeLleHHass UMKU B COLMarnbHbIX CETAX, MOXET ObiTh
HallaeHa 1 UCMonb30BaHa KEM YrofiHO, B TOM Yucrie He 065A3aTeNbHO ¢ 6rarumMu HaMmepeHUsIMU.

OcHoBHbIe coBeTbI M0 6e30MacHOCTM B COLManbHbIX CETAX:
1. OrpaHunyb cnucok apy3en. Y 1ebs B Apy3bax He AOMKHO ObITb Cry4YanHbIX M HE3HAKOMbIX NIOAEN;

2. 3awmuan cBOK 4YacTHYK Xu3Hb. He ykasbiBan naponwu, TenedoHbl, agpeca, AaTy TBOEro POXAEHUs n
OPYTy0 NUYHY0 MHpopMaLMio. 3MOYMbILIIEHHWKM MOTYT MCMOSb30BaTh Aaxe MHGopMaLMo O TOM, Kak Tbl U TBOU
poauTenu nnaHMpyeTe NPOBECTU KaHUKYIbI;

3. 3awywan cBoo penyTaumio - AEPXU ee B YUCTOTe M 3afaBail cebe Bonpoc: XoTen 6bl Tbl, YTOOLI Apyrue
nonb30BaTeNM BUAENU, YTO Thl 3arpyxaewb? MNogymait, npexae Yem 4To-To ony6nmkoBaTb, HanMcaTb U 3arpy3nTb;

4. Ecnun Tbl roBopuulb C nNioabMU, KOTOpPbIX HE 3Haellb, HE VICFIOﬂbByVI CBO€ pealibHOEe MMA U OPYTrYHo JINYHYHO
VIH(bOpMaLWIVIZ NMA, MECTO XUTEJTIbCTBA, MECTO yqe6b| n npo4yee;

5. N36erain pasmelleHns doTorpacduii B IHTepHeTe, rae Tbl M306paxeH Ha MeCTHOCTU, MO KOTOPOW MOXHO
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onpenennuTb TBoe MeCTOMNOJ1I0XEHUE;

6. Mpu perucTpauun B coumanbHON ceTv HeoGXOAMMO MUCTONb30BaTh CHOXHbIE NMaposnu, cocToswme U3 GyKB
1 uMbp M C KONMYECTBOM 3HAKOB He MeHee §;

7. na coumnanbHOM CEeTU, NoYTbI U Aapyrmx canToB HeobXoaMMO UCMONb30BaTb pa3Hble naponu. Torpa ecnn
Tebsa B3nomMatoT, To 310y MbILWNEHHNKN noJlydaT A0CTYyN TOJIbKO K OAHOMY MECTY, a He BO BCe Cpasy.

OneKTpoHHbIe AeHbIn

3J'IeKTp0HHbIe AEHbI'n - 3TO O4YEHb y,Cl,O6HbII;1 cnocob nnarexen, ogHako CyLeCTBYOT MOLLUEHHUKN, KOTOpble
XOTAT NONYYUTb 3TN OEHbIN.

3J'IeKTp0HHbIe OeHbr’m NnoABMINCb CoBCeEM HeAaBHO N UMEHHO 13-3a 3TONro BO MHOrMx rocygapcreax oo Cux
nop He nponncaHo Npo HUX B 3aKOHax.

B Poccun e oHU yHKLMOHMPYIOT M O HUX YXe MPOMMCaHO B 3aKOHe, rae WX pasfensitoT Ha HecKONbKo
BUAOB - @HOHUMMHbIE U HEe aHOHMMHble. Pa3Huua B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOpPbIX pa3pellaeTcs
npoBoAuTb onepauun 6e3 naeHTUdMKauMmM nonb3oBaTensi, a B HEAHOHUMHbIX UAeHTUdMKaUMA norib3oBaTens
asndeTca ob6a3aTenibHON.

Takxe cnegyet pasnuyatb 9MEeKTPOHHble uaTHble AeHbrM (paBHbl FOCYQApCTBEHHbIM BanioTam) u
3M1EKTPOHHbIE HedmaTHbIEe AeHbIM (He paBHbl FOCYAapCTBEHHbLIM BasoTam).

OcHoBHble coBeTbl N0 6e3onacHon paboTe C SNeKTPOHHLIMU IEHbIraMu:

1. MNpuBsXM K c4eTy MOBUIbHBIN TenedoH. OTO caMblii yAobHLIN 1 BbICTPbLIA cNocob BOCCTAHOBUTL AOCTYN K
cyety. lMpuBasaHHbIN TenedoH NoMoxXeT, ecnu 3abydellb CBOW NNaTeXHbI Naponb WnM 3aigellb Ha canT C
HEe3HaKOMOro yCTPONCTBa;

2. Wcnonb3yn opgHopasoebie naponu. Mocne nepexofa Ha ycuneHHylo aBTopusaumio tebe yxe He bypet
yrpoxaTtb ONacHOCTb KpaxXu Unu nepexesaTta nnaTexHoro napons;

3. Bbibepu crnoxHbin naponb. lMpecTynHukam 6ypoeT He MpoCcTO yraaaTb CIOXHbIA naponb. HagexHble
naponu - 3To Naponu, KOTOpble COAEpPXaT HE MeHee 8 3HAKOB M BKITHOYAKOT B CE6SA CTPOYHbIE U MPOMUCHbIE BYKBbI,
uMdpbl N HECKOSIBKO CUMMBOJIOB, TakKMe Kak 3HaK gonnapa, yHTa, BOCKNMUATENbHbIN 3HAK 1 T.n. Hanpumep,
$tROng!;;

4. He BBOAW CBOM NIMYHbIE JA@HHbIE HA CalTax, KOTOPbIM HE LOBEPSIELUb.
AneKkTpoHHaA no4Tta

OneKTPOoHHasA Mo4yTa - 3TO TEXHONOrMSA WM MpefoCTaBsieMble €K YCNyrn no MEepecbiike W MOMyYEHUo
3NIEKTPOHHBIX COOOLLEHUI, KOTOPbIE pacnpenensitoTca B KOMMbTeEpHOU ceTh. OBbIYHO 3MEeKTPOHHbIM MOYTOBbIN
AWMK BbIMMSAMT cneaylowmmM obpasomM: MMA_MNonb30BaTeNA@uMsA_foMeHa. Takke Kpome nepefayn npocToro
TEKCTa, UMeeTCS BO3MOXHOCTb NepeaaBathb ansbl.

OcCHOBHbIe COBETbI N0 6e30nacHon paboTe C ANEeKTPOHHOW NOYTON:

1. Hapo BbiGpaTb NpaBusibHbIA NOYTOBLIA CEpBUC. B MHTEpHeTe ecTb OrPOMHBIN BbIGOp GecnnaTHbIX
MOYTOBbLIX CEPBUCOB, OJHAKO Jyylle AOBEPSATb TEM, KOro 3Haellb U KTO NepBbiil B PENTUHTE;

2. He ykasbiBah B JMYHOM MOYTE JMYHYKO  WHopmaumio. Hanpumep, nydwe BbibpaThb
"My3blkanbHbIn_daHaT@" nnm "pok2013" BmecTto "temal3";

3. Ncnonb3yit AByxaTanHylo aBTopu3aLmio. ATO Korga noMUMo Naporis HY>XXHO BBOAUTL KOpA, MPUCHINaeMblit
no SMS;

4. Bblbepu cnoxHbI naposib. [na Kaxaoro NoYToBOro syKa AOMXEH OblTb CBOWM HAAEXHbIN, YCTONUMBBIN K
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B3J1OMY NapoOJib;
5. Ecnun ecTb BO3MOXHOCTb HanucaTtb camMmomy CBOW NIUYHBIN BOnpoc, I/ICI'IOJ'Ib3yI7I 9TY BO3BMOXHOCTb;

6. |/|CI'IOJ'Ib3yIZ HECKOJIbKO MOYTOBbLIX ALLNKOB. I'IepBb||7| ONs YacTHON nepennckn ¢ agpecatamMu, KOToOpbiM Tbl
posepaellb. 310 SJ'IeKTpOHHbII7I agpec He Hago ncnonb3oBaTtb NpU perncTpaunn Ha q)opymax N canTax;

7. He oTkpbiBan cannbsl n gpyrue BOXEHUS B NMUCbMax, Aaxe €Criv OHU NPULNN oT TBouX Apy3ei. Jlydwe
YTOYHW Y HUX, OTNPaBNANM N1 oHK Tebe 3TN anrnbi;

8. MNMocne okoH4YaHMsA paboTbl Ha NOYTOBOM CEpBUCE Nepep, 3aKpbITUEM BKITaAKMN C CanTOM He 3abyab HaxaTb
Ha "Bbintn".

KnbepO6ynnuHr unu BupTyanbHoe usgeBaTenibCTBO

Km6ep6ynnMHr - npecneposaHune coobLeHmaMM, cogepxawmmMmu 0CKO|36J'IeHI/IF|, arpeccuio, 3anyruBaHue;
XynnraHcTBoO,; counanbHoe 60I;1KOTI/IpOBBHI/I€ C MOMOLLBbK Pa3yIMyHbIX UHTEPHET-CEPBNCOB.

OcHoBHble coBeTbl N0 60pbbe ¢ knbepbynnuHrom:

1. He 6pocalica B 601. Jlyywwmin cnocob6: nocoBeToBaTbCA Kak cebsa BECTM U, ECNIN HET TOTO, K KOMY MOXHO
06paTnTbCS, TO BHaYane ycnokouTbcs. Ecnn Tbl HayHelb 0TBeYaTb OCKOPONeHUs MU Ha OCKOpPONeHUsi, TO TONbKO
elLe 6orblle pa3oxxXelb KOH(INKT;

2. YnpaBnsan cBoew knbeppenytauuen;
3. AHOHVMMHOCTb B ceT! MHMMast. CyLLecTBYHOT CNocobbl BbISCHUTb, KTO CTOUT 3@ @HOHUMHbBIM aKKayHTOM;

4. He cTtouT BECTU XynuUraHcKuin obpas BUpTyanbHOW Xu3HWU. NHTepHeT duKcupyeT Bce TBOWM OENCTBUS U
coxpaHsieT ux. Yaanutb ux 6yaeT KpanHe 3aTpyaoHUTENBHO;

5. Cobniogali CBOO BUPTYarnbHYH YeCTb CMOSIOAY;

6. VrHopupyh eguHWYHbIN HeratuB. OfHopa3oBble OCKOpPOUTENbHbIE COOOLIEHUA Nyylle WrHOPUPOBATb.
O6bI4HO arpeccus npekpallaeTcs Ha HayanbHOWM CTaguu;

7. BaH arpeccopa. B nporpammax o6meHa MrHOBEHHbIMWU COOOLLEHUSIMW, B COLMANbHbIX CETAX €eCTb
BO3MOXHOCTb GJIOKMPOBKM OTMPaBKM COOBLLEHNI C ONpeaeNneHHbIX aapecos;

8. Ecnu Tbl cBUaeTenb knbepbynnudra. TBou ENCTBUSA: BbICTYNUTL NMPOTUB NPecnefoBaTesisi, Nokasatb emy,
YTO €ro AEeWCTBUA OLEHMBAOTCS HEeraTMBHO, MoAdepXaTb XEepTBY, KOTOPOM HyXHa MCUXOSiorMyeckas MoMollb,
COOGLLMTb B3POCHbIM 0 haKTe arpecCUBHOIO NMoBeAEHUS B CETU.

Mo6unbHbIN TenedoH

CoBpeMeHHble CMapTgOHbl U NNaHWeTbl cogepxaTt B cebe BronHe B3pocibii OYHKLUMOHAS, U TeNepb OHU
MOFyT KOHKYPUPOBaTb CO CTaLUMOHapHbIMK KOoMMbloTepamu. OfHaKo, CpeacTB 3alyThl 4iA NOAO0OHbIX YCTPONCTB
noka o4eHb Masno. TecTUpoBaHME U NOWCK YS3BUMOCTEN B HUX MPOUCXOAUT He Tak MHTEHCUBHO, kak ans MK, 1o xe
camMoe KacaeTcsa Y MOBUIMbHBIX NMPUIOXEHWIA.

COBpeMeHHbIe MOOUIbHbIE 6pay3epb| yXe npaktn4eckn porHanu HacToJibHble aHanorun, oAHakKo
pacwmnpeHune beHKLl,VIOHaJ'Ia BrneyeT 3a cobon 6OJ'IbLIJyIO CJNTOXHOCTb U MEHbLUYH 3allULLEHHOCTb.

Janeko He Bce MpOM3BOAWUTENU BbINyCKalT OOHOBNEHUS, 3aKpbiBalOLME KPUTUYECKUE YA3BUMOCTU ANs
CBOWX YCTPOWCTB.

OcCHoBHble COBETbI AJIA 6e30nacHOCTM MOBUMNBHOrO TeJ'IerOHaZ

Hwu4yero He gBndaetcs no-Hacrtodawemy fecnnaTHbIM. Eyﬂ,b OCTOpPOXEH, Beab Koraa Tebe npeanararoT
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6ecnnaTHbIN KOHTEHT, B HEM MoryT ObITb CKpPbITbl KakKmne-TO nnaTHble yCnyru,

Iyman, npexpe yem otnpaBute SMS, cdoTo unu Buaeo. Tbl TOYHO 3Haelb, rae oHWM ByaoyT B KOHEYHOM
utore?

Heobxoanmmo o6HOBNATL ONEePaLMOHHYH0 CUCTEMY TBOEro CMapTdoHa;
Vcnonb3yin aHTMBMPYCHbIE NPOrpaMmbl Anst MOBUIbHbIX TeNedOoHOB;

He 3arpyxai npunoxXeHusi oT HEU3BECTHOTO UCTOYHMKA, Belb OHU MOTYT coAepXaTb BPeAOHOCHOE
nporpaMMHoe o6ecrneyeHue;

Mocne Toro Kak Tbl BblfELb C canTa, rae BBOAWN NUYHYIO MHpOpMaLMIo, 3anam B HacTponku 6pay3epa u
yaanu cookies;

Mepuoanyeckmn nposepsi, Kakne nnaTHble YCNyru akTMBUPOBaHbl HA TBOEM HOMEpE;

[aBan cBoi HOMep MOBUNBHOro TenedoHa TONMbKO NI0AAM, KOTOPbIX Thl 3HAELLb U KOMY [1JOBEpSiELLb;

Bluetooth gonxeH 6bITb BbIKMOYEH, KOraa Tl UM He Nonb3yelubcs. He 3abbiBan MHOrAa NpoBepsiThb 3TO.
Online urpsbi

CoBpeMeHHble OHMaNH-Urpbl - 3TO KpacouHble, 3axBaTblBaloWwmMe pasBnevYeHus, o6beanHsAwme COTHU
TbiCAY YenoBeK Mo Bcemy Mupy. Wrpoku mccnenytoT AaHHbIA UM MUp, 06LIaTcs Apyr C APYroM, BbIMOMHSAT
3aaHuns, CpaxarTcs C MOHCTPaAMM U MOSyYatoT OnbIT. 3a YAOBOMLCTBME OHU MNATAT: NOKYNaT AUCK, ONNaynBaoT
aboHeMeHT 1nu NpuobpeTaroT Kakme-To onumu.

Bce aTu cpeactBa uayT Ha noandepXaHue M pas3BuTME WUrpbl, @ Takke Ha camy 6e30MacHOCTb:
COBEPLLEHCTBYIOTCA CUMCTEMblI aBTOpPU3aLMK, BbIMyCKAOTCH HOBble NMaTyu (LUdpoBbie 3annaTtkv Ans nporpamm),
3aKpbIBaOTCA YA3BMMOCTY CEPBEPOB.

B nofo6HbIX Urpax CTOMT onacaTbCs He CTOSIbKO CBOMX COMEPHWKOB, CKOMbKO KpaXu TBOEro Maporis, Ha
KOTOPOM OCHOBaHa CUCTEMa aBTOPU3aLLMKN GONbLUMHCTBA Urp.

OcHoBHbIe coBeTbl Mo 6e30MacHOCTU TBOErO UrpoBOro akkayHTta:

1. Ecnn ppyroin urpok BepeT cebsa nnoxo unu cosgaet tebe HenpusiTHOCTWU, 3abnoKupyn ero B Crnvcke
UrpoKOB;

2. TMoxanyica agMUMHUCTpaTopam Urpbl Ha MIOX0e NOBEAEHME 3TOro Urpoka, XenaTenbHO NPUIIOXNTb
KaKne-To [JoKa3aTenbCTBa B BUAE CKPUHOB;

3. He yka3sbiBan nu4Hyto nHdopmaumio B npodhaine urpbl;
4. YBaxan Apyrmx y4aCTHUKOB MO Urpe;

5. He ycTaHaBnuBan HeodmupnanbHbie NaTyv u Moapl;

6. Vicnonb3yn cnoxHble 1 pa3Hble Naponu;

7. Oaxe Bo BpeMaA Urpbl He CTOUT OTKJII04aTb aHTUBUPYC. Moka Tbl urpaellb, TBOW KOMNbOTEP MOTyT
3apa3nTb.

PULLKHT Unn KpaXxa NINYHbIX AaHHbIX

O6bIyHON Kpa)KeVI noeHer u OOKYMEeHTOB CeroaHA yXe HUMKOro He yamsuulb, HO C pa3BUTUEM WUHTEPHET-
TEXHonornm 3J1I0YyMbILUNEHHUKN NepeMeCTUNIMCb B MHTEPHET, U NpoaoSiXXaloT 3aHUMAaTbCA "no6UMbIM" OENOM.
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Tak nosiBMnacb HoBas yrpo3a: UHTEPHET-MOLUEHHUYECTBa NN OULLKHSL, rNaBHasa Leflb KOTOPOro COCTOUT B
noflyyeHnn KoHUAeHUManbHbIX AaHHbIX NONb3oBaTenen - NOrMHoB 1 naponen. Ha aHrnuinckom asbike phishing
ynTaetca kak cpumwwmHr (ot fishing - ppibHaa noens, password - Naporb).

OcHoBHble coBeTbl N0 60pbbe ¢ PULLNMHIOM:

1. Cnegum 3a cBOMM aKKayHTOM. Ecnu TbI noao3peBaellb, YTO TBOA aHKeTa Oblna B3nomMaHa, To Heo6xoaMMo
386J'IOKI/1pOBaTb ee 1 coobLWnTb aaAMUHNCTPAaTopaM pecypca 06 3TOM KaK MOXHO CKopee,

2. |/|CI'IOJ'Ib3yI2 6e3onacHble Be6-canTbl, B TOM YMCHE, WHTEPHET-Mara3nHoB U MNONUCKOBbIX CUCTEM;

3. Ncnonb3yn cnoxHble U pasHble naponu. Takum obpa3om, ecnu Tebs B3rioMatoT, TO 3110YMbILLNIEHHUKN
nony4aT AOCTYN TOSIbKO K O4HOMY TBOEMY Npodusio B CETH, @ HE KO BCEM,;

4. Ecnn Tebs B3nomanu, To He06X0AUMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble fo0aBneHbl y Tebs
B ApY3bsiX, O TOM, 4YTO Te6A B3nomManu U, BO3MOXHO, OT TBOEro MMeHun ByaeT paccbinaTtbCsa cnam M CCbIIKU Ha
(OULLIMHIOBbIE CalThbl;

5. YctaHoBu HagexHbIv naponb (PIN) Ha MOBUNbHbIN TenedoH;
6. OTknouM coxpaHeHue napons B 6pay3epe;

7. He oTkpbiBan cannbsl n gpyrue BNOXEHUA B NUCbMax, Aaxe €Cnv OHU NPULLIK OT TBouX Apy3en. Jlyywe
YTOYHW Y HUX, OTNPaBAANM NN OHK Tebe 3T anrnbl.

UuncpoBas penytauus

Lindposas penyTtauus - 3To HeraTMBHasi N NO3UTUBHAasA MHopMaumsa B ceTn o Tebe. KomnpomeTupytoLasn
nHdopMauusi, pa3aMeLLEHHas B MHTEPHETE, MOXET Cepbe3HbIM 06pa3oM OTPa3UTbCS Ha TBOEN pearibHON XWU3HMW.
"Lindposas penyTtaumsa” - aTo TBOM UMUOX, KOTOpbIN dopmupyeTcs M3 nHdopmauun o Tebe B MHTEpHeTE.

TBOE MECTO XMTenbCTBa, y4ebbl, TBOE (DUHAHCOBOE MOSIOXeHWe, 0COGEHHOCTM XapakTepa M pacckasbl O
BrIM3KUX - BCE 3TO HaKarMBaeTcs B CETM.

MHorve noApOCTKM NErkoMbICIIEHHO OTHOCATCA K nyOGnukauuu nuyHow uHdgopmaumm B MHTepHeTe, He
NMOHMMasa BO3MOXHbIX NOCNEACTBUNA. Thl AaxXe He CMOXEeLLb AoragatbCa 0 TOM, YTo poTorpadus, pa3meLleHHas 5
neT Hasag, cTana NpuMYnHON 0TKasa NpuUHATL Tebst Ha paboTy.

KommeHTapum, pasmelleHmne TBoux potorpaduin n apyrve AeMCTBYSA MOTYT HEe UCHE3HYTb Aaxe Mnocre Toro,
KaK Tbl UX yOanuwb. Tbl HE 3Haellb, KTO COXpaHun 3Ty MHdOopMauuMio, nonana fiu oHa B NMOWCKOBLIE CUCTEMbI U
COXpaHUIacb NN OHa, a rMaBHOoE: YTO NoAYMatoT 0 Tebe OKpyXaloLive Noaun, KOTopble HanayT U yBuasT 3To. Haintu
MHpOPMaLMIO MHOTO NIET CMYCTA CMOXET JoGON - Kak U3 A06pbIX NobyXAeHWiA, Tak U C HAMEPEHUEM MPUYUHUTD
Bpea. OTO MOXET ObITb KTO YrofHo.

OCHOBHbIE COBETHI MO 3aLmTe LUQPOBOM penyTauuu:
1. Mopyman, npexae Yem 4To-To Ny6NMKoBaTb U NepeaaBaTth y cebs B 61ore nnu B coumanbHom ceTy;

2. B HacTpoikax npocuns yCTaHOBWM OrpaHUYeHust Ha NPOCMOTP TBOEro npodwussi U ero coaepXumoro,
cAaenan ero Tonbko "anga gpysen';

3. He pasmeluaii 1 He ykasbiBalt UHpopMaLmio, KOTopasi MOXeT KOro-nn6o ockop6nsaTh unm obmnxatb.

ABTOpCKOe npaBo

COBpeMeHHbIe LUKOJNTIbHUKKN - aKTUBHbIE MNOJib30BaTes1n Ll,l/lepOBOFO NMPOCTpaHCTBa. OpHako ganeko He Bce
3HalKoT, 4TO nMNoNnb3oBaHNe MHOrMMMU BO3MOXHOCTAMU Ll,l/lepOBOFO Mupa Tpe6yeT CO6J'IIO,D,€HVIFI npaB Ha
MHTEeNnnNeKTyalnbHyr COBCTBEHHOCTb.
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TepMMH "VIHTeJ'IJ'IEKTyaJ'IbHaFl COBCTBEHHOCTL" OTHOCUTCA K pPa3fnMyYHbIM TBOPEHUAM 4eJsioBe4YeCKOoro yma,
Ha4ynHaa C HOBbIX M306peTeHMl7I N 3HaKOB, 0003Ha4alLWNX COOCTBEHHOCTb Ha npoAayKTbl N yCcnyrn, n 3akaH4mnBad
KHUramu, qI)OTOFpan)I/IFlMM, KI/IHOCbI/IJ'IbMaMI/I N My3blKalibHbIMU Npou3BeeHNAMN.

ABTOpPCKME NpaBa - 3TO NpaBa Ha UHTENNEeKTyanbHYy COGCTBEHHOCTbL Ha NPOU3BEAEeHUs HayKu, nuTepaTypsbl
N UCKyccTBa. ABTOPCKWE MpaBa BbICTYMaloT B Ka4E€CTBE rapaHTUK TOro, YTO MHTEMNEKTYarbHbIN/ TBOPYECKMUIA TPy,
aBTopa He GyAeT HanpacHbIM, AacT eMy CripaBeAnnBble BO3MOXHOCTY 3apaboTaTh Ha peaynbTaTax CBOEro Tpyaa,
MoNMyyYnMTb M3BECTHOCTb W npu3HaHue. HukTo 6e3 paspellueHus aBTopa He MOXET BOCMPOM3BOAUTL €ro
npoussefeHne, pacnpocTpaHaATb, Ny6IMYHO AEMOHCTPUPOBaThL, NPoAaBaTh, UMMOPTMPOBATL, MycKaTk B MpoKar,
NyGMYHO UCMONMHATbL, NOKa3bIBaTL/UCMONHATL B achmpe Unv pasMelaTsb B VIHTepHeTe.

Mcnonb3oBaHue "I'II/‘I[C):’:]TCKOFO'| nporpamMmmMHoro obecneyeHnss MoXeT npmBeCcTtn K MHOrMM puckam: OT noTepu
OaHHbIX K TBOUMM akkKayHTaM [0 6J'IOKMpOBKM TBOEro yCTpOﬁCTBa, roe yCtaHoBJ1eHa HeneranbHaA nporpamMmma. He
CTOUT Takxe 3abbIBaTb, YTO CyLLEeCTBYHOT NneranbHble N becnnaTtHble nporpamMmbl, KOTOpbi€ MOXHO HaNTK B CETHU.

O noprane

CeTeBnYOK.pdd - TBOWM rNaBHbIi COBETYMK B CeTU. 34ecb Tbl MOXelb y3HaTb O 6e30macHoCTM B CeTU
MOHATHLIM M AOCTYMHbLIM A3bIKOM, @ NPY BO3HUKHOBEHUW KPUTUYECKON CUTYaL MM obpaTutbecsa 3a CoBeTOM. A Takxe
NPUHATb y4acTUe B KOHKypcax U cTaTb camMmbiM LM POBbLIM rpaxaaHuHom!

Mpunoxenne N 3

NAMATKA AnA POAUTENENA OB UHOOPMALIMOHHOM BE3OMNACHOCTU OETEN

OnpegeneHne TepMuHa "MHOpMaLUMOHHan 6e3onacHocTb Aeten” copepxutca B PegepanbHom 3akoHe N
436-P3 "O 3awuTe geTten oT MHGOpPMaLMK, MPUUMNHSIOWEN Bpen UX 300POBbI0 M pasBMTUI", perynmpylowmum
OTHOLLIEHUS, CBA3aHHbIE C 3aLUMUTON AeTen OT nHopMaLun, NPUYMHAIOLLEN BPed UX 300POBbI0 U (MNK) pasBUTUIO.
CornacHo paHHOMY 3akoHy "MHdOopMaumoHHas 6e3onacHocTb AeTen” - 3TO COCTOsIHME 3allMLLEHHOCTU, Mnpu
KOTOPOM OTCYTCTBYET PUCK, CBSI3aHHbIN C NPUYMHEHNEM UH(pOpMaLMen Bpeaa nx 300poBbio U (Mnn) onsmyeckomy,
NCUXNYECKOMY, IYXOBHOMY, HPAaBCTBEHHOMY Pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-03 nHdopmaumen, NpUUMHAIOLWEN Bped 340POBbIO U (MNN) pasBUTUIo
aeten, aBnsaetcs:

1. nHopmauus, 3anpeLLeHHas ans pacnpocTpaHeHWs cpeaun OeTen;

2. wHcopmauusa, pacnpocTpaHeHWe KOTOpPOM OrpaHMYeHO cpeau AeTen onpepenieHHbIX BO3PacTHbIX
KaTeropumn.

3. K nHdopmauun, 3anpeLueHHon ansa pacrnpocTpaHeHUsa cpean oeTen, OTHOCUTCA:

4. wHdpopmaumus, nobyxpawwasn AeTel K COBEPLUEHUIO OEWCTBUIA, NPEACTaBAAOWMX YIpo3y UX XU3HM U
(vnn) 300poBbIO, B T.4. NPUYMHEHWIO BPEAA CBOEMY 3[00POBbI0, CAMOYOUIACTBY;

5. cnocoGHOCTb BbI3BaTb Y AeTel XenaHue yrnoTpebuTb HapKOTUYEeCKMe CPeAcTBa, NMCUXOTPOMHbIE U (M)
oflypMaHMBaloLLMe BellecTBa, TabayHble U3Zenus, ankorofibHyl M CMMPTOCOAEpPXallylo MpoAyKuWio, NMUBO U
HanWTKW, U3roTaBNiMBaeMble Ha ero OCHOBE; MPVHATb yyacTMe B a3apTHbIX Urpax, 3aHMMaTbCs MPOCTUTYLUME,
6GPOAAXHNYECTBOM MINN MOMNPOLIAAHNYECTBOM;

6. O6OCHOBbIBaIOLLI,aF| mnn onpaspgbiBaroaa gonyctuMoOCTb Hacunma w (VIJ'IVI) XecTokocTn nunbo
n06y>|<p,alou.|,aﬂ OCyLLEeCTBNATb HACUJTIbCTBEHHbIE LEeNCTBUSA MO OTHOLLEHUIO K NIIOASAM U XUBOTHbIM;

7. oTpuuatoLan CeMelnHble LLEHHOCTU n (bOpMI/IpyIOLLI,aFI HeyBaXeHune K poautendam u (VIJ'IVI) OPYyrMm 4ieHam
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cemMby;
8. onpaeabiBaloLLas NPOTUBOMNPAaBHOE MOBEAEHME;
9. copepxallasn HeLeH3ypHyto 6paHb;
10. copepxaluas nHpopmaLmio NOpHOrpachnyeckoro xapakrepa.

K uHdopmaumn, pacnpocTpaHeHWe KOTOpOM OrpaHUYeHo cpeau AeTeil onpedenieHHoro  Bo3pacTa,
oTHOCUTCS:

1. I/IHCbOpMaLI,I/IFl, npeacrasnaemMad B snae M306pa)KeHMF| NUnn onnucaHmna XecTtokKoCTH, CbI/ISMLIeCKOFO n (I/U'II/I)
NCUXN4YeCKoro Hacunua, npectynneHma nnm nHoro aHTMOOLLECTBEHHOIO AENCTBUS;

2. Bbi3blBaloWas y AeTen CTpax, yXac WM naHuky, B T.4. npefAcTaensemasl B Buae M3o06paxeHus wnm
OMNMCaHNA B YHMUXaKLWEN 4YerioBeyeckoe [OCTOMHCTBO (popmMe HeHacunbCTBEHHOW CMepTH, 3aboneBaHus,
camoybuiicTBa, HeC4YaCTHOro cryyasi, aBapym Unu Katactpodbl 1 (UNKN) UX NOCNEACTBUN;

3. npeactaenseMas B BuAe W306paxeHus WM OMNMCAHWS TMOMOBbLIX OTHOLUEHUN MEeXAY MYXYUHOW U
XXEHLLUUHON;

4. copepxallasi 6paHHbIE CIOBa U BbIpaXeHWs, He OTHOCALUMECH K HELL,eH3YpHOW BpaHu.

C yuyeTom 3toro Bam npepgnaratotca npaeBuna pabotbl B ceTu VHTepHeT pnsd pasnuyHbiX BO3PaCTHbIX
KaTeropui, cobnogeHme KOTopbIX NO3BOUT o6ecneyunTb MHHOPMAaLMOHHY0 6e30MacHOCTb BalLUX AeTEN.

O6wue npasuna Ans poautenemn

1. He3saBucumo ot Bo3pacTta pebeHka ncrnonb3ynte nporpaMmmHoe obecneveHune, nomoratowee punbTpoBaThb
N KOHTpONUpoBaTb MHOpMaLMIO, HO HEe MonaranTecb NOSIHOCTLIO Ha Hero. Balwe BHMMaHue K pebeHKy - rnaBHbIN
METOZ, 3aLUUThI.

2. Ecnu Baw pebeHoK MMeeT akkayHT Ha ogHOM M3 coumanbHbix cepeucoB (LiveJournal, blogs.mail.ru,
vkontakte.ru u T.n.), BHUMATENBHO U3y4NTE, KaKyto MH(POPMALMIO MOMELLAIOT €ro y4aCTHUKN B CBOMX NPOOUASX U1
6norax, Bkntoyas gotorpacum n Buaeo.

3. MpoBepbTe, C KaKUMKU OPYrMMW CalTamMu CBsi3aH coumanbHbii cepBuc Bawero peberka. CTpaHWUyKu
Bawero pebeHka MoryT 6biTb 6e30nacHbIMU, HO MOTYT U COAEPXAaTb CCbIIKM Ha HEXenaTeNbHbIE 1 ONAaCHbIEe CanThbl
(Hanpumep, NOpPHOCAaNT, UK CanT, Ha KOTOPOM ApYr YNOMUHaEeT HOMep coToBoro TenedoHa Bawero pebeHka unu
Baw pomalwHuin agpec)

4. Moowpsante Bawwnx geten coobuiate 060 BCEM CTPAHHOM MNU OTTANKMBAOLWEM U HE CFMLLIKOM OCTpPO
pearvpyite, korga oHu 310 AenatoT (M3-3a onaceHus NoTepaTb AOCTYN K VIHTEpHeTY AeTy He roBopAT poaUTENsM
o npobremax, a TakxXe MOryT HayaTb MCNONb30BaTb VIHTEPHET BHE AOMA U LLKOSbI).

5. ByabTe B Kypce ceTeBom Xu3Hu Bawero pebeHka. VIHTepecyinTech, KTo ux apy3bs B VIHTEPHET Tak Xe, Kak
WHTEpecyeTeCh pearibHbIMU OPY3bSMU.

BospacTt oT 7 oo 8 netr

B NHTepHeTe pebeHOK cTapaeTcs MOCETUTb T€ WM WHble CaiiTbl, @ BO3MOXHO M 4aTbl, paspeLlleHne Ha
rocellieHne KOTOpbIX OH He Mony4yun Obl oT poguTenen. Mostomy poautensm ocobeHHO monesHbl 6yayT Te
OTYeTbl, KOTOpble MNPeAoCTaBMAITCA MporpaMMamMu MO OrpaHWYeHulo  Ucronb3oBaHus WHTepHeTa, T.e.
Poautenbckniti KOHTPOsb UMK TO, YTO Bbl CMOXETe YBUAETb BO BpeMeHHbIX hainax. B pesynbTate, y pebeHka He
OyOeT OWYLLEHMUS, YTO 3@ HUM BedeTCs MOCTOSHHbI KOHTPOSb, OAHAKO, poauTenu GyayT Mo-MpexHeMy 3HaTb,
Kakue cailTbl noceliaetr ux pebeHok. [JeTu B OaHHOM Bo3pacTe 06/51afatoT CUMbHbIM YyBCTBOM CEMbW, OHU
[OBEpuUMBbl U He COMHeBaloTcA B aBTopuTeTax. OHM MBGAT urpaTb B CETEBble Urpbl U MyTelecTBOBaTb MO
VHTepHeTy, UCMonb3ys 3NEKTPOHHYIO MOYTY, 3aX0AWUTb Ha CaiTbl U YaTbl, HE PeKOMEHAOBaHHbIE POAUTENSMU.
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CoBeTbl No 6e3onacHocTu B ceTn VIHTepHeT ana peten 7 - 8 net

1. Cospante CnNMCOK JOMALLHMX NpaBun nocelleHusa VIHTepHeTa npu yyactum geten u tpebynte ero
BbIMOSTHEHNS.

2. Tpebyite oT Bawwero peGeHka cobntofeHVsi BpEMEHHbIX HOPM Hax0XAeHVs 3@ KOMMbloTepoM. MokaxuTe
pebeHKy, 4yTo Bbl HabnogaeTe 3a HUM He NOTOMY YTO Bam 3To xo4eTcs, a notoMy 4To Bbl Gecnokoutech o ero
6e30MacHOCTV 1 BCeraa rotoBbl eMy NnomouYb.

3. KomnbtoTep ¢ nogkntoyeHnem K VIHTepHeTy AOnXeH HaxoauTbesi B obLien KOMHaTe nof NpUCMOTPOM
poautenen.

4. MCHOﬂb3yI2Te cneunanbHble AETCKNUE MONCKOBbIE MaLLUNHbI.

5. Ucnonb3yitTe cpeactea GI0KMPOBaHUS HEXenaTeNbHOro KOHTEHTA KaK [OMOMHEeHWe K CTaHAapTHOMY
PoanTenbckomy KOHTPOSHO.

6. Cozpainte ceMenHbIN 3NeKTPOHHBIN ALLMK, YTOObI He NO3BONUTL AETAM UMETbL COBCTBEHHbIE agpeca.

7. Bnokupynte gocTtyn K cawtam ¢ 6ecnnaTHbIMU NOYTOBBLIMY SILLMKAMMK C MOMOLLbI COOTBETCTBYHLLENO
nporpamMmMHoro obecneyeHus.

8. Mpuyunte peten coeetToBaTbCcs ¢ Bamu nepepn onybnmkoBaHumem Kakon-nmbo nHgpopmaumm cpeacteamm
3MIEKTPOHHOMN MOYTbI, YaTOB, PErMCTPaLMOHHBLIX hOPM M Npodune.

9. Hayuute petei He 3arpyxaTtb hainbl, NporpamMmbl UM My3biKy 6e3 Ballero cornacusi.
10. He paspeluante AetaM UCNonb3oBaTb CNyX6bl MTHOBEHHOrO 06MeHa coobLeHnAMN.

11. B "6enbli" CNUCOK CaNTOB, pas3pelUeHHblX Afsi MOCEeLlEeHUsl, BHOCUTE TOMbKO CalTbl C XopoLllen
penyTaumen.

12. He 3abuiBaiite 6ecefoBaTh ¢ AeTbMn 06 X Apy3bsx B VIHTepHeTe, Kak ecnu 6bl peyb Luna o0 Apy3bax B
pearnbHON XWU3HW.

13. He penante "Taby" n3 BONpPoOCOB MOMOBOM XU3HM, TaK Kak B VIHTepHeTe AeTn MoryT Nerko HaTKHyTbCS Ha
nopHorpaduio unu cantbl "gns B3pocnbix”.

14. MpuyunTe Balwero pebeHka cooblatb Bam 0 NOObIX yrpo3ax Unm Tpeeorax, CBA3aHHbIX C VIHTepHeToM.
OcTaBaWiTecb CNOKOMHLIMU U HAaNOMHWUTE AETSIM, YTO OHM B 6e30onacHOCTW, ecnmn camu pacckasanu BaMm O CBOUX
TpeBorax. MoxBanuTte Ux U NOCOBETYNTE NOAOWTU eLLe pa3 B NOA0OHbIX CryyasX.

Bo3spacT aetent ot 9 o 12 net
B paHHOM BoO3pacTe [eTu, Kak NpaBuro, YXe HacnbllaHbl O TOM, Kakasa uHdopmaums cylwlecTsyeT B
MHTepHeTe. CoOBEpLUEHHO HOPMASIbHO, YTO OHW XOTAT 3TO YBUAETb, MPOYECTb, ycnbiwartb. [1py 3TOM HyXHO

MOMHUTb, YTO AOCTYMN K HexenaTteSlbHblM MaTepuanam MOXHO Nerko 3abnokvMpoBaTb Mpu MOMOLUM CpeacTB
Poantenbckoro KoHTpons.

CoseTbl No 6e3onacHocTu ona geten ot 9 oo 12 net

1. Co3paiiTe CnNUCOK [OMaLUHMX MpaBuil nocelweHus MHTepHeT npu ydactum peten u Tpebyiite ero
BbIMOJTHEHNS.

2. TpebyiiTe oT Baluero pebeHka cobntoeHVss HOPM HaxoXAeHWs 338 KOMIMbIOTEPOM.

3. Habniopaiite 3a pebeHkoM npu paboTe 3a KOMMbIOTEPOM, MOKaxXuTe eMy, YTo Bbl Gecrnokoutech O ero
6e30MnacHOCTV U Bceraa rotoBbl 0OKa3aTb eMy MOMOLLb.
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4. KomnbloTep ¢ nopkrntodeHnem B VIHTEpHET AOMXeH HaxogutbCca B 0O6LIEN KOMHaTe Mog NpUCMOTPOM
poautenen.

5. MCHOﬂbSyIZTe cpencrtea 6J'IOKI/IpOBaHI/IF| HeXenaTeNnlbHOro KOHTeHTa KakK OONoJfIHeHne K CTaHOapTHOMY
PO,D,I/ITeJ'IbCKOMy KOHTPOJO.

6. He 3a6biBaiiTe NpMHMMaThL HernocpeACcTBEHHOE yyacTue B XU3Hu pebeHka, 6ecegoBatb ¢ AeTbMU 06 KX
Apy3bsix B IHTepHeTe.

7. HacrauBawite, 4tTobObl AETU HUKOTAA HE COrnallanuch Ha JInYHble BCTPeUn ¢ Apy3bamu no IHTepHeTy.
8. MNo3Bonante feTamM 3axoAMTb TONMLKO Ha canTbl U3 "6enoro™ cnucka, KOTopbI CO34anTe BMECTE C HUMU.

9. Mpuyuute OeTein HMKOrAa He BblAaBaTh NUYHYI0 MHAOPMALMIO CPEACTBaMM 3MIEKTPOHHOMN NOYThI, YaToB,
CUCTEM MIHOBEHHOrO OGMEHa COOOLLEHUSIMU, PETUCTPALMOHHBIX (DOPM, JIMYHBIX NPOCOUIIEN M NPU PErMcTpauum Ha
KOHKypcCbl B MIHTepHeTe.

10. MNpuyunte pgeTen He 3arpyxaTtb nNporpammbl 6e3 Bawero paspelueHus. O6bACHATE UM, YTO OHU MOFYT
CryyalnHo 3arpy3vTb BMPYCbl UMK Apyroe HexenaTtesibHoe NporpamMHoe obecneveHue.

11. CospaiTe Bawemy pebeHky orpaHuyYeHHyo y4eTHYH0 3anuch ansa paboTbl Ha KoMMbloTepe.

12. MpuyunTe Bawero pebeHka coobLiate Bam 0 NtoBbIX yrpo3ax Mnu TpeBorax, CBA3aHHbIX ¢ IHTepHeToM.
HanomHute geTsam, 4to oHu B 6e30nacHOCTU, eCcriv camMu pacckasasnu BaM 0 CBOMX TPEBOrax U onaceHusix.

13. Pacckaxute getam o nopHorpacdumm B MIHTepHeTe.

14. HacTtauBaiite Ha ToM, YTOObI AeTW NPeaoCTaBnaANM BaMm AOCTYN K CBOEW 3MeKTPOHHOW noyTe, YTobbl Bhbl
ybeounumcb, 4TO OHU He 0bLalTCs ¢ HE3HAKOMLLAMMU.

15. O6bACHMTE AeTAM, YTO Heslb3sl UCMOoSIb30BaTb CEeTb AN XYNUraHCTBA, pacnpoCTPaHeHUs CryieTeH unu
yrpos.

BospacT getert ot 13 oo 17 net

B 3TOM BO3pacTe NOAPOCTKMN aKTUBHO MCMOJIb3YIOT NMONCKOBbIE MALUWHbI, NOMb3YOTCA 3IEKTPOHHON MOYTOMN,
cnyx6amMmy MrHOBEHHOITO OOMeHa COOBLLEHUS MM, CKAYMBAOT My3blky M unbMbl. Manbyvkam B 3TOM BO3pacTe
Oonblle MO HpaBy CMeTaTb BCE OrpaHWYeHWsl, OHM XaxayT rpyboro oMopa, asapTHbIX Urp, KapTMHOK "ans
B3pocnbix". [1eBOYKM MpearnoynTaroT oblaTbCA B 4aTax, MpM 3TOM OHWM ropasgo 6Gornee 4yBCTBUTESbHbI K
ceKcyarnbHbIM gomoraTtenbcTBam B IHTepHeTe.

3avacTtylo B JaHHOM BO3pacTe poauTessiM yXe BECbMa CIIOXHO KOHTPONMpOBaTb CBOMX AETEN, Tak Kak 06
VHTEpHETE OHM YyXe 3HalT 3HaunUTENbHO Gonblue CBOMX poauTenein. Tem He MeHee, He OTMyckanTe OeTein B
"cBoboaHOe nnaBaHue" no NHTepHety. CTapanTtech akTUBHO y4acTBoBaTb B 00LLeHUN pebeHka B IHTepHeTe.

BaxHo no-npexHemy cTporo cobniogaTe npaBuna MHTepHeT-6e30MacHOCTM - CorfalleHne  mexay
poouTensamu u getbmn. Kpome Toro, HEO6XOAMMO Kak MOXHO Yallle MpPOCMaTpuBaTb OTYETbI O AEATENbHOCTU
peteinn B WHTepHeTe. Cnegyetr o6paTuTb BHUMaHWe Ha Heob6XoOAMMOCTb COAEPXaHUs pPOAUTENbCKMX Mapornen
(naponeit agMUHUCTPATOPOB) B CTPOIrOM CeKpeTe 1 06paTUTb BHUMaHWe Ha CTPOroCTb 3TUX Napornei.

CoBeThbl No 6e30nacHOCT B 3TOM Bo3pacTte oT 13 no 17 net

1. Co3paiiTe CNUCOK AOMALLHUX NpaBun nocelleHus MHTepHeTa Mnpu yvyacTum MOQPOCTKOB M TpebyiTe
6e3ycnoBHOro ero BbinosHeHus. O6roBopnTe ¢ pe6eHKOM CMMCOK 3anpeLLeHHbIX CaiToB ("4YepHbIi cMCcoK"), Yackl
paboTbl B IHTEpHETE, PYyKOBOACTBO MO 06LLeHNto B IHTEepHeTe (B TOM Yncne B YaTax).

2. KOMI'IbIOTep C NOAKJIIOHYEHUEM K CETU MHTepHeT AOJTKEeH HaxXoaAnTbCA B O6LL|,E,‘I7I KOMHarTe.

3. He 3abbisaiiTe 6ecefosath C AeTbMn 06 UX Apy3bax B VIHTEpHETe, O TOM, YeM OHW 3aHATbl TaKuMm
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obpaszom, ByaTo peyb UAET O Apy3bsX B pearnbHon XusHu. CripalimBante o nogsax, C KOTopbiMy AeTK obLiatoTca
nocpeacTBoM cryX6 MrHoBeHHOro obmeHa coobLLeHMAMU, YTOObI yOeamTbCs, YTO 3T NN UM 3HAKOMBbI.

4. MCHOﬂbSyIZTe cpencrtea 6J'IOKI/IpOBaHI/IF| HeXenaTeNnlbHOro KOHTeHTa KakK AOMNOJIHeHue K CTaHAapTHOMY
PO,D,I/ITeJ'IbCKOMy KOHTPOJO.

5. Heobxogymo 3HaTb, KakuMu 4aTamu nonb3ytotcs Bawwm petn. [Moowpsante umcnonb3oBaHue
MOLEPUPYEMbIX YaTOB U HacTauBanTe, YTOObI AeTU HEe 06LLANMCb B MPMBATHOM pexuMe.

6. HactamBaiTe Ha TOM, 4TOGbI IETU HUKOTAA He BCTPeYanuch JINYHO C Apy3bsaMU U3 ceTu VIHTepHeT.

7. Mpuyuute peTel He BblAaBaTb CBOK JIMYHYIO MHAOPMALMIO CPEACcTBaMU 3SIEKTPOHHOW MOYTbI, YaToB,
CUCTEM MIHOBEHHOrO OGMEHa COOBLLEHUSIMU, PErMCTPALMOHHBIX (hOpM, IMYHBLIX NPOdUNEN U NpY perucTpauum Ha
KOHKypCbl B MIHTepHeTe.

8. MpuyunTe aeTeit He 3arpyxaTb nporpammbl 6e3 Baluero paspelueHus. OGbACHUTE UM, YTO OHU MOTYT
Cny4yaiHo 3arpy3vTb BUPYChl UNK ApYroe HexenatesbHoe NporpaMMHoe obecnedyeHue.

9. MpuyunTe Bawero pebeHka coobwaTe BaM 0 NobbIX yrpo3ax unu TpeBorax, CBA3aHHbIX ¢ IHTepHeToM.
HanomHute petsam, 4To oHM B 6Ge3onacHOCTW, eCcnv camMu pacckasanu Bam, O CBOMX yrpo3ax Mnu TpeBorax.
MoxBanuTte nx U NOCOBETYITE NOAONTHU elle pa3 B NOAOGHbIX Cry4YasX.

10. Pacckaxute petam o nopHorpacdhum B VIHTepHeTe. [lomorute um 3awmTuTbCa OT cnama. Hayuute
NoapoCTKOB He BblaaBaTb B WHTepHeTe cBoero peanbHOro SfEeKTPOHHOro agpeca, He oTBevaTb Ha
HexenaTenbHble NMCbMa U UCMOoNb30BaTh CneuuasnbHble NOYTOBbIE UILTPbI.

11. MpuyunTte ceba 3HaKOMUTBLCH C cakTamu, KOTopble NOCeLLaoT NOAPOCTKM.

12. Hayuute petew yBaxaTb Opyrux B MHTEpHETE. Y6eouTech, YTO OHWU 3HAKOT O TOM, YTO NpaBuia XOpOLLEro
NnoBefeHNa OENCTBYIOT BE3e - faXe B BUPTYallbHOM MUpE.

13. O6bsicHUTE [peTsM, 4YTO HM B KOEM cryvyae Henb3s ucnonb3oBaTb CeTb AN XyNUraHCcTea,
pacnpocTpaHeHWs CNeTeH UK yrpo3 Apyrum nogsam.

14. Obcygute ¢ noapoctkamu npobrembl CeTEBbIX a3apTHbIX UrP U UX BO3MOXHbIN puck. HanomHuTe, 4To
OETU HE MOTYT UrpaTb B 3TV UrPbl COrNacHO 3aKOHY.

MocToAHHO KOHTpONUpyKTe ucnonb3oBaHue NHTepHeTa Bawnm pebeHkom! T He HapyLLeHWe ero fIMYHOro
NpPOCTpaHCTBa, a Mepa NPefoCTOPOXHOCTU U NposBreHve Balwen poanTenbCcKo 0TBETCTBEHHOCTY 1 3a60Tbl.
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